
A New Era for Data 
Center Networking
Hardware- vs. Software-Centric Networking



Setting New Expectations for Networking
Data center networking in a traditional hardware-centric environment 

can’t keep up with the modern needs of the mobile cloud era.
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Seven Challenges of Hardware-Centric Networking
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“ Baking the software into silicon 
lengthens production cycles and 
reduces the number of features you 
can incorporate into the system. 
Worse, once baked in, the hardware 
cannot be easily modified.”

 John Burke,
 Principal Research Analyst and CIO
 Nemertes Research



Why Software-Centric Networking Now?

• Business needs speed

•  Security requirements 
are rising

• Apps need to move around
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“ Software is also much more accessible 
to developers across the globe … For 
developers and vendors, the software-
centric network will open up whole new 
avenues of development, free up 
resources and accelerate innovation.”

          John Burke,
          Principal Research Analyst and CIO
          Nemertes Research



Three Ways to Win with Software-Centric Networking
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INNOVATION

          CUSTOMIZATION

  APPLICATIONS

Faster production times and faster release times

               Easier scripting and integration

   Access to third-party developers



“ In the end, software-centric means user-centric, and 
that’s good news for innovation, cost and competition.”

         John Burke,
         Principal Research Analyst and CIO
         Nemertes Research
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Two Sides to the Software-Centric Story
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SOFTWARE-DEFINED 
  NETWORKING (SDN)

NETWORK 
VIRTUALIZATION (NV)

By understanding the differences, you can make an 
informed choice about the network evolution path you 

should take in your data center.



A Closer Look: SDN vs. NV

 
  Key Capabilities 

 
Software-defined Networking 

(SDN) Approach 

 
Network Virtualization 

Approach (VMware NSX) 

  Separation of control plane and data plane ✔ ✔ 

  Use northbound APIs to integrate with orchestration/   
  automation/cloud management software 

✔ ✔ 

  Use southbound APIs to programmatically 
  control data plane forwarding decisions 

✔ ✔ 

  No rip and replacement of existing physical networks For example, a hardware-centric 
implementation of SDN often requires 

new physical networks with newer, 
custom ASICs and OS 

✔ 

  Re-creation of the entire network in software: 
  including L2 and L3 switching, routing, layer 
  4-7 firewalls, load balancing and VPN 

✔ 

  Use physical underlay networks for simple IP 
  backplane, without requiring VLANs, STPs and ACLs 

✔ 
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Software-defined networking allows you to 
control network switches and routers through 
software, but doesn’t virtualize all networking 
functions and components.

Network virtualization replicates all 
networking components and functions in 
software, allowing you to run the entire 
network in software. It’s a cloud-like approach 
that provides the simplified operations that 
today’s agile enterprise has come to expect.



Network Virtualization in Action

• Securing the data center

• Automating IT processes

• Enabling application continuity
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“ Network virtualization makes it easier 
for our clients to standardize their 
heterogeneous environments, simpler 
and quicker to move their workloads 
around, and easier to segment workloads 
to achieve multi-tenancy clouds for 
developers and lines of business.”

          Steve Currie, Executive Consultant
          IBM Global Technology Services



VMware NSX® network 
virtualization solution.

Find out more information about the

Visit https://www.vmware.com/products/nsx.

https://www.vmware.com/products/nsx

